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AHHOTauuA

JTa CTaThsA CO3/jaHa UCK/IIOYNTEJIBHO JJIsI OIMCaHWA TEXHOJIOTUU 3a-
JEPXKKU Ilepejaun cOObLIEHNE Ha TOYTOBOM cepBepe FreeBSD. Cep-
Bep ¢ TeXHOJIOTMel 3azepxKu nepenaun (relaydelay) nnv nonaganu-
eM B cepblii ciucok (greylisting) cHykaeT ypoBeHs criama IpocTo 3a
CUY&T BBIJAYM JUAarHOCTUYECKOro coobmenrsi TEMPFAIL Ha Kaxmoe
BXO/silee TIOYTOBOE CoobIIeHe. CMBICI 3TOM TEXHOJIOTMHU 3aKJII0Ya-
€TCS B TOM, YTO GOJIBIIMHCTBO CIaMePOB /IS BHITOJIHEHUS CBOEH pa-
6OTBI MCIIOB3YIOT COOCTBEHHBIE IIEPCOHAIBHBIE KOMITBIOTEPEI U CIIE-
LMaIM3UPOBAaHHOE [TPOrpaMMHOe obecrieueHre. HacTosuuii mo4-
TOBBII CepBep [0JKEH TIOMEIATh COOOIIEHNS B OUepe/ib 1 IbITaThb-
CsI JOCTaBUTB €ro o3xe. TakuM 06pa3om, CKopee BCero, CriaMep Ie-
PeNnéT K cilefyIoleMy XOCTY BMECTO TOTO, YTOOBI IIOMBITATHCS CHO-
Ba IIOC/IaTh 3JIEKTPOHHOE MOC/IaHue. ITO IPeKpacHast njesd; o Kpal-
Hell Mepe, 10 TeX Mop, II0Ka cllaMephbl He HaYHYT UCI0JIb30BaTh IIPO-
rpamMMHOe obecrieueHre, KoTopoe byzAeT obecriednBaTh OBTOP Ie-
penaun. Ho kak MMeHHO 3To paboraer? UTak, B IpoLjecce nNpuéma co-
001eHNs 3IEKTPOHHOM 1TouThI ID coobIe s coxpaHseTcs B 6ase
JIaHHBIX, a B Ka4eCcTBe pedyJbTaTa Bo3Bpallaerca TEMPFAIL BmecTe

C 9JIEKTPOHHOM TOYTOM. EC/nt co0bIIieHMe 9JIEKTPOHHOM [TOYTHI I10-
CBLIAEeTCsl TOBTOPHO, TO ID coobieHus byneT cBepsAThCs ¢ ID coobiie-
HUH, COXpaHEHHBIMU B 6ase faHHbIX. Ecu B 6a3e JaHHBIX OHO Cyllje-
CTBYET, TO IIOC/IaHUIO 3JIEKTPOHHOM ITOYTHI paspellaeTcs JOCTaBKa
10 Ha3Ha4eHMI0. B IpoTMBHOM ciy4dae ID coxpaHseTcs, a B KauecTBe
pesyabTaTa BoaBpatutcst TEMPFAIL. 3TOT LMK 6YAET MOBTOPATHCS
[JIsE KaXKOTO COOOLIeH S, TOCTYIAIIEro Ha cepsep. [1o MoeMy JInd-
HOMY OIIBITY, 3TO AeVICTBUTEIBHO OTCeKaeT 90% criama.

CopeprkaHue
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1. ba3oBas HacTpoiika

Ham morpebyercs perl C IOAZEPHKKON MHOIONOTOYHOTO BBIIOJIHEHUS. YCTaHOBUTE
lang/perl5.8 ¢ ycranoBneHHol nepemennoi USE THREADS=yes . CHa4asia MOXET MOTpe-
60BaThCs YAAMIUTH TEKYIIYI0 Bepcuio perl; Ha HEOOXOAUMOCTb CHENATh 9TO YKAXKYT
OLIMOKY B IIPOLjECCE YCTAHOBKIL

[TpumevaHne
@ Ilpu 3TOM IHOTpebyercs, 4TOObI BCE MOPTHI, KOTOPBIM HYXKEH

perl, GbUIM TEpPecTPOEHbl U TEpPeyCTAaHOBJEHsL; ports-mgmt/
portupgrade xoporuo Asst aTOro mogxoAut. Ilo KpaiiHeit Mepe, OH
YKa)KeT, KaKye IIOPThI ObLIN yajIeHbl U KaKre HeOOXOAUMO Iepe-
YCTaHOBUTb.

Termepp 4TO KacaeTcsi cepBepa 6asel HaHHBIX; MySQL MpeKpacHO MOAXOLUT AJIST TaKo-
ro Tumna paborel. YcraHosute databases/mysql40-server Bmecte ¢ databases/p5-DBD-
mysql40. TIpeAbIAYy LM TIOPT LOJIKEH MOApasyMeBarh ycTaHoBKy databases/p5-DBI-137,
TaK YTO OJUH WIAr GyAeT MPOIyLIeH.

YCTaHOBUTE MEPEHOCUMBbIY TOAKIIFOYAEMBbII CEpPBEpHbIN MOAYJIb Ha 6ase perl, mopt net/
p5-Net-Daemon. BOJIBIIMHCTBO YCTAHOBOK 3THX IOPTOB [LOJIKHBI IIPOXOLUTH 6e3 Ipo-
61eM. Crienyomuii mwar 6yzeT 6osee TPYAOEMKIM.

Tenepb ycTaHOBUTE MOPT mail/p5-Sendmail-Milter. Ha MOMeHT HamvcaHust 3TOTO [IOKY-
MeHTa B ¢daiinie Makefile mMernack cTpoka, HaunHammasicst ¢ BROKEN, mpocTo ybepure
WJIM 3aKOMMEHTHpYMTe e€. OHa MoMedeHa TaK JIULIb IOTOMY, 4To B FreeBSD o ymosya-
HUIO He BKJIIOYaJICA U He yCTaHaB/IMBAJICA MaKeT perl ¢ MoAAepXKKOM MHOTOIIOTOYHOTO
BBINOJIHEHUsL. [Toc/ie yja/leHns 3TOW CTPOKU OH JOJIKEH CTPOUTBCS M YCTaHaBJIMBAThCS
6e3 ommnboK.

CosgatiTe KaTasor AJis pa3MelleHNs BpeMeHHbBIX KOHQUTYPalIOHHBIX GpaiioB:

# mkdir -/tmp/relaydelay
# cd -/tmp/relaydelay

Temeps, KOTAA y HaC UMeeTCsT BpeMeHHBII KaTasior s paboTsl, koMaHze fetch HyixHO
nepenats caepyromye URL-agpeca:

# fetch http://projects.puremagic.com/greylisting/releases/
relaydelay-0.04.tgz
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# fetch http://lists.puremagic.com/pipermail/greylist-users/
attachments/20030904/b8dafed9/relaydelay-0.04.bin

Tenepb HEOOXOANMO PACIIaKOBATh UCXOAHBII KOA!

# gunzip --c relaydelay-0.04.tgz -| tar xvf --

Ha 3TOT MOMEHT BO BpEMEHHOM KaTtaJjiore JOJDKHO OKAa3aThCs HECKObKO daitios. Te-
nepb HeobxoArMas MHPOPMaIUA MOXKET IlepesjaBaThCsl CepBepy 6asbl JaHHBIX UMIIOP-
TUpoBaHUEM eé 13 daiima mysql.sql :

# mysql < relaydelay-0.04/mysql.sql

Ycranosure naty relaydelay.bin s octanbHbIX $alisioB, 3allyCTHB TaKyl0 KOMaHJY:

# patch --d -/tmp/relaydelay/relaydelay-0.04 < relaydelay.bin

OrpepakTupyiire daiinbl relaydelay.conf udb maintenance.pl ,zo6aBUB B HUX KOp-
PEKTHOe UMSI [OJIb30BaTe s U aposts st CYBI MySQL. Eciiu CYB]] 6b11a OCTpOeHa U
YCTaHOBJIEHA TaK, KaK OIIMCAHO BbIle, TO B Hell OTCYTCTBYIOT [10J/Ib30BaTe/IM 1 IIapOJIU.
dra cuTyauus 4oJKHa OBITh MCIIpaBIeHa [0 TIepeBOfia CUCTEMBI B IPOMBILIIEHHYIO 9KC-
IIJTyaTallyio, YTO OIIMCaHO B IoKyMeHTaluuu K CYB ] 11 BBIXOAUT 32 paMKU aHHOY CTaThU.

Cmenwurte pabounii karasor Ha relaydelay-0.04 :

# cd relaydelay-0.04

CxonmpyiiTe WM IepeMeCTUTe KOHPUTYpaLOHHBbIe $ariIbl B COOTBETCTBYIONIVIE KaTa-
JIOTH:

# mv db_maintenance.pl relaydelay.pl -/usr/local/sbin

# mv relaydelay.conf -/etc/mail
# mv relaydelay.sh -/usr/local/etc/rc.d/

[IpoTecTUPyHTE MOMTYyYUBIIYIOCS KOHPUTYPALIHIO, BBITIOHNB TaKylo KOMaHAY:

# sh -/usr/local/etc/rc.d/relaydelay.sh start

[TpumevaHMe
@ dror daiin He 6yLeT CyIeCTBOBaTh, €C/IU MPeAbIAYIIe KOMaHIbI

mv(1) He 6bLIN BBITIOSTHEHBL.

Eciu Bcé oTpaboTasio KOPPEKTHO, TO B KaTasore /var/1og [O/DKEH MOSBUTHCS HOBBIN
¢aiin, relaydelay. log . B HéM [omKeH HAXOAUTHCS TEKCT, TOJOOHBIN CIeAYOLIEMY:

Loaded Config File: -/etc/mail/relaydelay.conf


http://www.FreeBSD.org/cgi/man.cgi?query=mv&amp;sektion=1
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Using connection -'local:/var/run/relaydelay.sock' for filter o
relaydelay

DBI Connecting to o
DBI:mysql:database=relaydelay:host=1localhost:port=3306

Spawned relaydelay daemon process 38277.

Starting Sendmail::Milter 0.18 engine.

Ecu dafis He OSBUJICS, TO YTO-TO CpaboTasio HellpaBU/IbHO, IEPECMOTPUTE SKPAHHYIO
JVarHOCTUKY WJIW IPOCMOTPHTE 5Ky pHa/IbHbIN (aiii messages Ha NpefMeT MOSBIECHU
HOBOM MHGOPMaLVIHL.

O6befuHNUTE BCE BMECTE, Z06aBUB C/IeYIOLIYI0 CTPOKY B daiin /etc/mail/sendmail .mc
WJTU CIeLUUYHBIN IJ1s Balllell CCTeMbI mc-(aii:

INPUT MAIL FILTER( relaydelay', “S=local:/var/run/relaydelay.sock, ¢
T=S:1m;R:2m;E:3m" )dnl

[lepecTpoiiTe U INepeycTaHOBUTe (ailibl B Karanore /etc/mail um mepesamycTuTe
sendmail . KopoTkas komaHza make restart JoJDKHA CLjesiaTh BCE HEOOXOAVMOE.

Crpysure CKpUIT Ha A3bIKe perl, pasMeménHbIii o aapecy http://lists.puremagic.com/
pipermail/greylist-users/2003-November/000327.html u coxpanuTe ero B KaTajor
relaydelay-0.04 .B ciegyoieM IprUMepe 3TOT CKpUMT 06o3Havaercs kak addlist.pl .

OrpepakTupyiire dparinwhitelist ip.txt , MoguduIpoBaB ero Tak, 4TobbI B HEro ObI-
JI BKJIIOUEHBI IP-afipeca cepBepoB, KOTOPbIe [O/DKHBI MUMETh BO3MOXHOCTh UTHOPUPO-
Barb pubTpel relaydelay. To ecTs 9T0 [OMEHBI, TP IOy YEHUM SIEKTPOHHOM [TOYTHI OT
KOTOPBIX fuarHoctTruyeckoe coobuierrie TEMPFAIL BbifaBaThCsl He Oy ZeT.

Kaxk IprMepP MOXHO IIPUBECTU:

192.168. # My internal network.
66.218.66 # Yahoo groups has unique senders.

®aitn blacklist ip.txt [o/mKeH MMeETh MOX0XKee Ha3HaYeHUeE, HO C 0OPATHBIMMU Ipa-
BUJIaMU. YKaXKUTe B 3TOM ¢aiisie IP-afipeca, KOTOpbIE ZOJIKHBI OTBEPraThcsi 6€3 BbIAa4n
LuarHocTrdeckoro coobuierrst TEMPFAIL. 3TOT niepedyeHb JOMEHOB HUKOTZA He TOJy-
YUT AaXKe BOSMOXKHOCTB COOBIIUTB O TOM, YTO OHU SIBJISIOTCS PeaIbHO CYLECTBYIOIINMU
TOYTOBBIMU CEPBEPAMU.

dtu daiisbl Tereph JOIKHBI GBITh IMIIOPTHPOBAHbI B 6a3y JaHHbIX [I0OCPECTBOM CKPUII-
Ta addlist.pl , KOTOPBII GBI [IOTy4eH HECKOJIBKUMHU CTPOKAMU BBILLIE:

# perl addlist.pl --whitelist 9999-12-31 23:59:59 < whitelist_ip.txt
# perl addlist.pl --blacklist 9999-12-31 23:59:59 < blacklist_ip.txt

st BrTIOYeHUsT TexHosoruu relaydelay mpu kaxmoi sarpyske cucTemsbl, [o6aBbTe
cTpouky relaydelay enable="YES" B aiin /etc/rc.conf .
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XKypHaneHbI1 ¢aitn /var/log/relaydelay.log [O/DKEH IOCTENEHHO IIOMIOJHATHCS
YAa4HBIMU MIPOXOXAECHUAMU. B 3aBMCMMOCTH OT 3arpy3Ky Ballero Mo4TOBOIO cepBepa,
BCKOPE JOJIKHBI TIOSIBUTHCS CTPOUKH, TOAOOHBIE CJIEAYIOLIVIM.

=== 2004-05-24 21:03:22 ===
Stored Sender: <someasshole@flawed-example.com>
Passed Recipient: <local user@pittgoth.com>
Relay: example.net [XXX.XX.XXX.XX] -- If Addr: MY IP ADDRESS

RelayIP: XX.XX.XX.XX -- RelayName: example.net -- RelayIdent: -- o
PossiblyForged: 0
From: someasshole@flawed-example.com -- To: local user

InMailer: esmtp -- OutMailer: local -- QueueID: i4P13L06000701111

Email is known but block has not expired. Issuing a tempfail. o
rowid: 51

IN ABORT CALLBACK -- PrivData: O<someasshole@flawed-example.com>

B daiin /etc/newsyslog.conf Temeps MOXKHO HOOABUTH CELYIOLIYIO CTPOKY, KOTOPast
obecrieyrBaeT poTaLuio XypHanoB relaydelay.log mpu ZOCTHXEHUU pasmepa B 100
K6aiiT:

/var/log/relaydelay.log 644 3 100 * z

[IprMmeyaHne
S B KaKO-TO MOMEHT MOSIBJISAIACH OLIMOKA O HETIOJIHOM OIIpeferie-

HUU TlepeMeHHBIX perl B ¢atine /etc/mail/relaydelay.conf
Ecu Te /iBe IlepeMeHHbIe PaCKOMMEHTHPOBAHbI, TO KOHQUTYpa-
LUOHHBIN daiian MoxeT ObITh 06paboTaH HOpMasbHO. [IpocTo He
3abypTe yOpaTh MX M3 KOMMEHTApUEB 10 TOTO, KaK HaYaTh paboTy
¢ TexHosoruei relaydelay .
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